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Collectively, the Alliance for Global Business represents the following
organizations;
Arbeitsgemeinschaft für Datenverarbeitung (ADV), Austria
Asociácia Zamestnávatel'skych Zväzov a ZdruZení Slovenskej
Republiky, Slovak
Republic
Asociación Española de Empresas de Tecnologías de la
Información (SEDISI), Spain
Asociación Mexicana de la Industria de Tecnologías de
Información (AMITI), Mexico
Associaçao Industrial Portuguesa (Portuguese Industrial
Association)
Associação Portugesa das Empresas de Tecnologias de
Informação e Comunicações (APESI), Portugal
Association for Consulting to Business (APP), Czech Republic
Association Française des Utilisateurs du Téléphone et des
Télécommunications, (AFUTT)
Association of Telecommunication Users (AUTEL), Spain
Association of the Computer Industry (PIKOM), Malaysia
Association Suisse d'Usagers de Télécommunicatons, (ASUT)
Associazione Nazionale Aziende Servizi Informatica e
Telematica Italy
Associazione Nazionale Utenti Italiani di Telecomunicazioni
(ANUIT)
Australian Chamber of Commerce and Industry
Australian Information Industry Association (AIIA)
Australian Telecommunications Users Group (ATUG)
Bangladesh Computer Samity (BCS)
Belgian Telecommunications Users Group (BELTUG)
Bundesverband der Deutschen Industrie  (Federation of German
Industries)
Bundesverband Informationstechnologien (BVITeV), Germany
Bundesvereinigung der Deutschen Arbeitgeberverbände
(Confederation of German Employers' Associations)
Cámara de Empresas de Software y Servicios Informáticos (CESSI),
Argentina
Canadian Council for International Business
CEHIC (Confederation of Hungarian Employers' Organisations for
International Cooperation)
Colombian Software Federation (FEDECOLSOFT )
Communications Users Association of South Africa (CUASA)
Computer Suppliers' Association of Zimbabwe (COMSA)
Computing Services & Software Association (CSSA), UK
Confederacion de Camaras Industriales de los Estados Unidos
Mexicanos (CONCAMIN) (Mexican Confederation of Chambers
of Industry)
Confederacion Espanola de Organizaciones Empresariales (Spanish
Confederation of Employers' Organizations)
Confederacion Patronal de la Républica Mexicana (COPARMEX)
(Employers Confederation of the Mexican Republic)
Confederation of British Industry
Confederation of Industry of the Czech Republic
Confederazione Generale dell'Industria Italiana (General
Confederation of Italian Industry)
Dansk Arbejdsgiverforening (Danish Employers' Confederation)
Dansk Dataforening (DDF), Denmark
Dansk Industri (Confederation of Danish Industries)
Electronic Commerce Association of South Africa (ECASA)
Fédération des Entreprises de Belgique (Federation of Belgian
Industry - FEB-VBO)
Fédération des Industriels Luxembourgeois (Federation of
Luxembourg Industrialists)
Federation of Dutch Branch Associations in Information
Technology (FENIT)
Federation of Hellenic Information Technology Enterprises
(SEPE)
Federation of Korean Industries (FKI)
Federation of Korean Information Industries (FKII)
Hong Kong Information Technology Federation (HKITF)
Hong Kong Telecommunications Users Group (HKTUG)
ICC Algeria

ICC Argentina
ICC Australia
ICC Austria
ICC Bahrain
ICC Bangladesh
ICC Belgium
ICC Brazil
ICC Burkina Faso
ICC Cameroon
ICC Canada
ICC Chile
ICC China
ICC Colombia
ICC Costa Rica
ICC Cuba
ICC Czech Republic
ICC Cyprus
ICC Denmark
ICC Ecuador
ICC Egypt
ICC Finland
ICC France
ICC Germany
ICC Ghana
ICC Greece
ICC Hungary
ICC Iceland
ICC India
ICC Indonesia
ICC Iran (Islamic Republic of)
ICC Ireland
ICC Israel
ICC Italy
ICC Japan
ICC Jordan
ICC Korea
ICC Kuwait
ICC Lebanon
ICC Lithuania
ICC Luxembourg
ICC Monaco
ICC Mongolia
ICC Mexico
ICC Morocco
ICC Netherlands
ICC Nepal
ICC New Zealand
ICC Nigeria
ICC Norway
ICC Pakistan
ICC Poland
ICC Peru
ICC Philippines
ICC Portugal
ICC Qatar
ICC Romania
ICC Russia
ICC Saudi Arabia
ICC Senegal
ICC Singapore
ICC Slovakia
ICC Slovenia
ICC South Africa
ICC Spain
ICC Sri Lanka
ICC Sweden
ICC Switzerland
ICC Syria
ICC Tanzania
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ICC Thailand
ICC Togo
ICC Tunisia
ICC Turkey
ICC Ukraine
ICC United Kingdom
ICC Uruguay
ICC Venezuela
ICC Yugoslavia
ICC Caribbean
Chinese Taipei Business Council of ICC
Hong Kong, China Business Council of ICC
Information Service Industry Association of China, Taipei
(CISA) China
Information Technology Association of America (ITAA)
Information Technology Association of Canada (ITAC)
Information Technology Association of New Zealand (ITANZ)
Information Technology Services Association (TIPAL), Finland
International Communication User Group (ICUG), Ireland
International Communications Association (ICA), USA
International Press Telecommunications Council (IPTC)
Irish Business and Employers Confederation (IBEC)
Israeli Association of Software Houses (IASH)
IT Association of South Africa (ITA)
IT&C Association of Romania (ATIC)
Japan Information Service Industry Association (JISA)
Keidanren - BIAC Japan (Federation of Economic Organizations)
Konfederacja Pracodawcow Polskich (Confederation of Polish
Employers)
L’Association des Professionnels de L’Informatique de la
Bureautique et de la Telematique (APEBI), Morocco
Mongolian National Information Technology Association
Mouvement des Entreprises de France (MEDEF) (French
Enterprises Association)
Naeringslivets Hovedorganisasjon (Confederation of Norwegian
Business and Industry)
Näringslivets Telekommitté (NTK), Sweden
National Association of Software and Service Companies
(NASSCOM), India
Nederlandse vereniging van bedrijfs telecommunicatie
grootgebruikers (BTG)
Busines New Zealand
Norsk Tele- og Informasjonsbrukerforening (NORTIB)
Polish Chamber of Information Technology and
Telecommunications (Polska Izba Informatyki i
Telekomunikacji - PIIiT)

SA Value Added Network Services Association (SAVA), South
Africa
Samtök Atvinnulifsins, Iceland
Singapore Information Technology Federation (SITF)
Slovenská Obchodná a Priemyselná Komora Slovak Republic
Sociedade de Usuários de Informática e Telecomunicações - Sao
Paulo (Sucesu-SP), Brazil
Software Industry Federation in Northern Ireland (SIF)
Sdruzeni uzivatelu elektronickych domukikaci (SUEK) Czech
Republic
Sveskt Näringsliv (Sweden)
Swedish IT-companies' Organisation AB, Sweden
Syndesmos Ellinikon Viomichanion (Federation of Greek
Industries)
Syntec Informatique, France
Telecom eV, Germany
Telecom Forum Africa Ltd
Telecommunications Managers Association (TMA), UK
Telecommunications Users Association (TUA), UK
Telecommunications Users Association of New Zealand
(TUANZ)
Teollisuuden Ja Työnantajain Keskuslitto (Confederation of Finnish
Industry and Employers)
The Association of Lithuania's Information, technology,
telecommunications and office equipment (INFOBALT)
The Association of Thai Computer Industry (ATCI)
The Co-operative Society for Computers of Egypt (CSCE)
Türk Sanayicileri ve Isadamlari Dernegi (TÜSIAD - Turkish
Industrialists' and Businessmen's Association)
Türkiye Isveren Sendikalari Konfederasyonu (TISK Turkish
Confederation of Employer Associations)
Türkiye Ticaret - Sanayi - Deniz Ticaret Odalari ve Borsalari Birligi
(TOBB -
Union of Chambers of Commerce, Industry, Maritime Commerce
and Commodity Exchanges of Turkey)
Union Patronale Suisse (Confederation of Swiss Employers)
economiesuisse, Switzerland
United States Council for International Business (USCIB)
Industriellenvereinigung (Federation of Austrian Industry)
Vereinigung von TK-netzbetreibern des Finanzsektors (VTF),
Austria
Vereniging VNO-NCW (Confederation of Netherlands Industry
and Employers VNO-NCW)

This Action Plan is supported by:

World Association of Newspapers (WAN)
World Economic Forum (WEF)
World Federation of Advertisers (WFA)
World Trade Centres Association (WTCA)
International Express Carriers Conference (IECC)
International Federation of Freight Forwarders' Associations (FIATA)
Eurobit
Eurocommerce
European Community Shipowners' Association (ECSA)
European Society for Opinion and Marketing Research (ESOMAR)
Federation of European Direct Marketing (FEDMA)
Japan-US Business Council
US-Japan Business Council
Advertising Agencies' Association of New Zealand
Advertising Standards Authority New Zealand
Canadian Chamber of Commerce
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Canadian Council for International Business (CCIB)
Chamber of Commerce and Industry – Haifa and Northern Israel
German Association of Chambers of Commerce and Industry (DIHT)
Association of New Zealand Advertisers
Information Technology Association of Canada (ITAC)
Keidanren
New Zealand Chambers of Commerce
New Zealand Direct Marketing Association
Pacific Basin Economic Council (PBEC)
Pacific Economic Cooperation Council (PECC) TIIF
The British Phonographic Industry Ltd (BPI)
US Council for International Business (USCIB)

In cooperation with:

Association Européenne pour la Protection des Oeuvres et services
Cryptés (AEPOC)
Internet Law and Policy Forum (ILPF)
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1. Introduction to the third edition

Background

This third edition of the Global Action Plan for Electronic Business published by the Alliance
for Global Business (AGB) reflects a number of developments in the global discussions about
electronic business since the first Global Action Plan was submitted on behalf of business to
the OECD Ministerial in Ottawa, Canada, in October 1998.  It also responds to a commitment
that the AGB made in Ottawa on behalf of business globally to submit evidence, after one
year, that the various business actions set forth in the Global Action Plan were being properly
implemented.

In its first edition, the Global Action Plan urged governments to rely on business self-
regulation and the voluntary use of empowering technologies as the main drivers behind the
creation of trust across the whole spectrum of users and providers of e-commerce goods and
services.  It also stated that governments should focus on the provision of a stable and
predictable environment enabling the enforcement of electronic contracts, the protection of
intellectual property and safeguarding competition.  Furthermore, the Action Plan provided a
detailed overview of which issues were the respective responsibilities of the private and the
public sectors, and included an exemplary selection of self-regulatory projects.

The organizations in the AGB and the many Action Plan supporters believe that
implementation of the business agenda expressed in the Action Plan is progressing
satisfactorily.  As this update shows, in many areas there is strong evidence that business is
responding to the new environment by providing unprecedented transparency and safeguards
for consumers.  Sometimes the results of such business action can be easily quantified, but
more often it is reflected in the figures showing a rapid expansion of e-business globally.

Self-regulation is not a new phenomenon.  Throughout history, business has set its own
standard rules and practices through a variety of organizations to lower transaction costs, to
avoid and resolve conflicts, and to create consumer confidence.

The pace of change and nascent state of electronic business have heightened the risks
associated with premature or unnecessary government regulation.  This has increased the
responsibility of business to promote a trustworthy environment through self-regulation and
technological innovation.  Business has a strong market incentive to foster the empowerment
of users, but will only make the necessary investments if it can trust that governments will
recognize and reinforce the leadership of business in responding to the highly dynamic nature
of electronic business.
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This document…

Part II of this document establishes a set of fundamental principles as the basis for the
framework in which policymaking for electronic commerce should take place.

Part III presents a proposed framework for action that has been agreed to by the world’s
leading international business organizations that are working together to provide business
leadership, in cooperation with governments and others.  The plan describes business actions
and commitments in concrete terms and identifies business expectations of government
action.  It is proposed as a reference point for all relevant business and government
organizations to contribute to the efficient and transparent development of the minimal rules
necessary for a stable and predictable electronic commerce environment.

The action plan calls for a “hands off” approach by government on certain issues, whilst
recognizing that electronic business raises many important public policy considerations that
may require governmental facilitation.  Government intervention may be required in such
matters as intellectual property protection, taxation, and the removal of barriers to competition
in providing the underlying infrastructure.  However, in other matters, business solutions such
as self-regulation and technology tools are the preferred and more effective means than
legislation to create trust in electronic business transactions.

The objective of the action plan is to provide an inventory of fundamental business views on
the issues that government must deal with and to give a clear overview of business action in
those areas where market-driven, industry-led solutions are most likely to be found.  The
action plan also responds to various high-level statements made by governments in recent
years about the need for business to lead the development of electronic business.  Business
accepts this task and proposes this revised action plan as a mechanism for providing such
leadership in a coordinated and transparent fashion.

Part IV of the document presents a sample compilation of successful self-regulatory solutions
currently in use or being developed, and indicates progress made in those projects that were
also featured in the first and second editions of the Global Action Plan.

Finally, Part V describes the Alliance for Global Business.

A previous version of this document was published in 1999 with the title of ‘A Global Action
Plan for Electronic Commerce’. It is the intent of the authors for this document to be a “living
document” that evolves as electronic business implementation unfolds and provides
experience and new evidence of successful projects. To this end, we renew our invitation to
readers to submit comments for improvement and, where appropriate, endorsements to:

Ayesha Hassan
Senior Policy Manager, Electronic Business, IT, and Telecoms, ICC
Tel: +33 1 49 53 30 13; Fax: +33 1 49 53 28 59; e-mail: ayesha.hassan@iccwbo.org
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2. Fundamental principles

Business believes that a number of fundamental principles should shape the policies that
govern electronic business if the promises of electronic business are to be fulfilled.  In this
context, we provide the following Policy Principles for Global Electronic Business.  We
expect that these Principles may need to be extended as insights are gained from the
development of the marketplace.

1. The development of electronic business should be led primarily by the private sector in
response to market forces.

2. Participation in electronic business should be pursued through an open and fair competitive
market.

3. Government intervention, when required, should promote a stable, international legal
environment, allow a fair allocation of scarce resources and protect public interest. Such
intervention should be no more than is essential and should be clear, transparent, objective,
non-discriminatory, proportional, flexible, and technologically neutral.

4. Mechanisms for private sector input and involvement in policy making should be promoted
and widely used in all countries and international fora.

5. Electronic business is global by nature.  Government policies that affect it should be
internationally coordinated and compatible, and should facilitate interoperability within an
international, voluntary and consensus-based environment for standards setting.

6. Transactions conducted using electronic business means should receive neutral tax treatment in
comparison to transactions using non-electronic means.  Taxation of electronic business should
be consistent with established, internationally accepted practices, and administered in the least
burdensome manner.

7. Regulation of the underlying telecommunications infrastructure, when necessary, should
enable actors to compete, globally, in an open and fair market.  As competition develops,
regulation should be phased out and there should be a greater reliance on competition law.

8. The protection of users, in particular with regard to privacy, confidentiality, anonymity and
content control should be pursued through policies driven by choice, individual empowerment,
industry-led solutions. It will be in accordance with applicable laws.

9. Business should make available to consumers and, where appropriate, business users the means
to exercise choice with respect to privacy, confidentiality, content control and, under
appropriate circumstances, anonymity.

10. A high level of trust in the global information infrastructure and services should be pursued by
mutual agreement, education, further technological innovations to enhance security and
reliability, adoption of adequate dispute resolution mechanisms, and private sector self-
regulation.
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3. An action plan

This section aims to provide fundamental business views on:

(a) the main barriers to the development of electronic business
(b) solutions already developed by government and business
(c) the respective roles of governments and business, and, within that context –

• actions business is taking with respect to specific problems; and
• actions business considers governments should take.

• Maximizing the benefits - economic and social impacts

Electronic business is an innovative approach to ensuring future sustainable economic growth.
Throughout the world, the profound impact of electronic commerce on the economies and
societies of the globe will undoubtedly improve economic efficiency, competitiveness and
profitability and the development of the information society.  Within such an environment
countries in all stages of development will have the opportunity to benefit by:
• increasing internal organizational and management efficiency;
• increasing transaction efficiency and reducing transaction costs for both suppliers and

buyers;
• extending market reach of suppliers and increasing choice for both suppliers and

consumers;
• having access to  accurate information to improve service delivery such as in health

provision, education or the provision of information to consumers.
 
Electronic business facilitates established business-to-business commercial relations, sales by
companies to consumers, and exchanges between consumers. It affects the business
environment at national, regional and global levels, and generates major opportunities, and
new challenges, for market growth and development of jobs, industries and services.
Consequently, internationally coordinated efforts are essential in order to secure the economic
benefits of electronic commerce for both the information “rich” and the information “poor”.
 
 Electronic business creates a number of positive impacts, including:
 
• Shrinking the production and distribution chain by improving intermediation and

changing its nature.  In addition, using networks to integrate markets directly with
suppliers and inventory-tracking procedures can help reduce costs and allow more
flexible production methods.

• The ability to compare prices and other terms globally.
 
• Providing virtual shopping facilities that will change concepts of retailing for a number

of goods and services and enhancing the ability of customers to browse and choose new
products and services.
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• Increasing market competition as costs for consumers are reduced and as market entry

barriers for suppliers are lowered, enabling suppliers to address directly market segments
that were previously uneconomical.

 
• Raising productivity growth and the development of new activities will lead to new job

creation, but will also result in the demand for new skills.

• Increased employment figures boost government revenues through more taxable income.

Measuring electronic business as accurately as conventional commerce is not easy given the
difficulty of defining it and adequately capturing the value associated with it.  Nevertheless,
such data are needed to focus the policy debate so that action is directed towards activities
that accurately reflect electronic commerce and its contributions to economic growth and
development.

Small and Medium-Sized Enterprises (SMEs) represent an increasingly important dimension
of the global economy.  Particular efforts should be made to promote SME involvement in
electronic commerce to ensure that they can take maximum advantage of the ability of
telecommunications and information technologies to deliver cost efficiencies, quality control
and competitiveness in manufacturing and service industries.  As one of the most dynamic
sectors of a growing economy, SMEs play a critical role in creating employment and
enhancing Gross Domestic Product.  Electronic commerce provides SMEs with lower market
entry costs and the ability to extend geographic reach to a much larger market.

As industry, commerce, and services are transformed by technology, many skills, not only of
employees but also of managers and the self-employed, need to be improved or acquired.
Future education will include formal and informal learning arrangements and require that it is
made available to a much wider range of people, including adults returning to learn.  The new
information technology, such as interactive media and distance learning, will offer wider
access and innovative approaches to education.  As future economic prosperity and social and
political cohesion depend on a well-educated population, lifelong learning will be essential
for everyone as we progress in the 21st century.

It is important to recognize the need for global cooperation by both business and governments
to facilitate electronic business.  Otherwise, there is a risk that much of the world’s population
may not be able to participate in the economic and social benefits that can arise from
electronic business and information technologies.  According to the World Bank, half of the
investment needed to upgrade the telecommunications infrastructure in developing and
emerging economies will need to come from private capital.  Therefore, these countries need
to take measures to ensure an appropriate investment climate.

Countries around the world should use electronic means of communications to deliver public
services and to make public procurement procedures more efficient.  This area requires
increased attention to ensure that these processes and services keep pace with best practices.
The benefits include government efficiencies, equalization of service provision to all citizens,
and the demonstration of government leadership in the use of electronic commerce
technology and services.
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As the world’s richest and most industrialized societies have steadily migrated towards
conducting commercial and other activities on the Internet, public policy dilemmas have
arisen.  The ‘digital divide’ has become a widely debated policy issue.  The term “digital
divide” refers to the growing gulf between those who are adequately connected to
communications networks and information resources, and possess the means to make best use
of these resources, and the two-thirds of the world’s population who are not.

So acute is concern, that the leaders of the industrialized world—the Group of Eight or G8—
made the digital divide the centerpiece of concern at their 2000 summit meeting in Okinawa.
The G8 Digital Opportunity Task Force [DOT Force] was established following that meeting,
and it produced a report with concrete recommendations for bridging the international digital
divide at the G8 meeting in Genoa, Italy, in July 2001.  The DOT Force is marked by close
co-operation, on an equal footing, between representatives from G8 governments, developing
nations, international organizations, non-profit and private sectors.  The DOT Force includes
almost 100 stakeholder organizations spanning more than 20 countries.  It has generated more
than 20 major bilateral and multilateral initiatives.  This successful model of co-operation is
now serving as the model for other ICT and development initiatives by international
organizations and the private sector.

In addition, the United Nations has established the U.N. Information & Communication
Technologies Task Force [UN ICT Task Force] which will provide an umbrella for some of
the work started by the Dot Force and other international initiatives to build bridges in the
digital economy and create the necessary foundations for digital opportunities.  The UN and
the International Telecommunications Union, in collaboration with other international
initiatives, and organizations will host the World Summit on the Information Society in
Geneva in 2003 and in Tunis in 2005 and plan to push these initiatives forward and encourage
international governmental, private sector and non-profit organizations’ cooperation to
develop the necessary international environment to overcome the information gap.

Foremost among the findings of the DOT Force and others concerned with the digital divide
is a recognition that public communications infrastructure is essential for bridging the
unconnected of the world to a rapidly integrating global and largely digital economy.  Private
sector investment continues to be critical for the construction of needed infrastructure.
Governments, international aid agencies, and philanthropic organizations do not have the
financial, human, and technical means to construct needed infrastructure.  History
demonstrates that market-oriented incentives involving the private sector stand the best
chance of producing new and sustainable forms of economic activity.

Public policy makers throughout the world increasingly view electronic commerce as more
than an otherwise desirable end in itself.  It as a powerful economic dynamic which, if
allowed to flourish and evolve as quickly and effectively as possible, will foster and speed the
deployment of public communications infrastructure, and begin to close the gap between the
world's information “have’s” and “have-nots”.
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Business action /
observations

Government action required

1. Economic and
social impacts

Business organizations will
continue to support studies and
analyses of the impact of
electronic commerce and share
these finding with governments
and international organizations.

Governments are encouraged to
inform both individual consumers and
businesses, about the potentials of
electronic business and its impact on
social and economic structures.

Governments and international
organizations, notably the OECD,
should be encouraged to continue to
collect and analyze data relevant to
the study of electronic commerce in
order to effectively measure its
economic and social impact.

International development
organizations such as the World Bank
should continue to study the potential
impact of electronic commerce on
emerging economies in an effort to
assist in the economic development
process in those nations.

2. Small and
medium sized
enterprises

Business organizations and
chambers of commerce will
promote marketing and technology
support for SMEs through
information brochures, collection
and communication of sector-
specific best practices and
workshops.  Business will
encourage greater interaction
between large corporations and
SMEs to provide access to
electronic business networks for
supplier and contracting
opportunities.

Government should provide SMEs
with information and education
relevant to market entry opportunities
provided by global electronic
commerce.

Governments should create an
environment that is conducive to
private sector investment in
information technologies and
encourage capital access for SMEs.
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Business action /
observations

Government action required

3. Skills
development

Business is committed to continue
to work with government to
promote technical training and life-
long learning for all in society.

Governments should review existing
labour laws to remove existing barriers
for workers to be able to share in the
new and different employment
generated by electronic business.

Governments should continue to
promote both formal and non-formal
skills-development programs.

4. Ensuring global
participation /
Seizing Digital
Opportunities

Existing business organizations will
work to expand the participation
from business in developing
countries in promoting the uses and
benefits of electronic business.

Business will expand its advisory
role with international
organizations dealing with
electronic business issues.

Existing international organizations
should increase cooperation, as well as
coordination and transparency of their
respective work programmes.

All governments should use a policy
framework that ensures open and
competitive markets for electronic
business as a means of maximizing
access to digital information and
communication networks for all.  A
liberalized trade regime for services, IT
goods and timely and effective
implementation of TRIPS (Trade
Related Intellectual Property Issues) is
an essential element to such a
framework, providing opportunities for
developing countries to leapfrog
technologies and services that have
required enormous research and
development.
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Business action /
observations

Government action required

5. Infrastructure
deployment

Business will remain an important
driver in the development of the
information infrastructure because
it mobilizes the private capital
needed to build the global
information infrastructure and to
develop the technological
innovations that enhance
communications.

As telecommunications continues to
transition from a monopoly to
competitive environment, a crucial role
for the government is that of being a
neutral force in the economy that
ensures pro-competitive behaviour,
transparent rules, and value to the
customer.

International organizations should
provide a forum for coordinated
government action and international
cooperation on matters relating to
global development.  Agreements
drawn up by multilateral organizations
offer the private sector and
governments the necessary legal and
regulatory certainty for investment.

6. Government as
model user

Business will work with
governments to offer cost-effective
electronic delivery systems for the
public sector.

Governments are encouraged to use
new electronic delivery systems to
provide the means to significantly
enhance the internal efficiency and
productivity of public administrations.
Governments should be pioneers in
using new technologies for making
electronic forms available for
collecting taxes and other functions.

Governments should promote
electronic business through its public
procurement system, done in a fully
open and competitive environment,
based on cost-efficient, commercial
solutions that are technology neutral.

Governments are also encouraged to
use new electronic means to deliver
core public services.  In particular this
would concern public information and
cultural resources, databases for health
services, web sites at local, regional
and national levels and public libraries
and databases, where appropriate.
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Electronic business and the information infrastructure –
trade aspects, standards, and Internet names and numbers

Competition and trade-related aspects of electronic business

On September 25 1998, the WTO Declaration on Global Electronic Commerce began "a
comprehensive work program to examine all trade-related issues relating to global electronic
commerce, taking into account the economic, financial, and development needs of developing
countries...".  Four WTO bodies  -- The Committee on Trade and Development, The Council
on Trade-Related Intellectual Property, the Council on Goods, and the Council on Services --
reviewed how existing multilateral trade agreements apply to global electronic commerce.

The 2001 WTO Doha Ministerial Declaration’s section on electronic commerce said “ We
take note of the work which has been done in the General Council and other relevant bodies
since the Ministerial Declaration of 20 May 1998 and agree to continue the Work Programme
on Electronic Commerce.  The work to date demonstrates that electronic commerce creates
new challenges and opportunities for trade for countries at all stages of development, and we
recognize the importance of creating and maintaining an environment which is favourable to
the future development of electronic commerce.  We instruct the General Council to consider
the most appropriate institutional arrangements for handling the Work Programme, and to
report on further progress to the Fifth Session of the Ministerial Conference...”

Open competition in the provision of products and services at all levels of the information
society is a prerequisite for the development of electronic business.  Regulation of the
underlying telecommunications infrastructure, when necessary, should enable actors to
compete globally in an open and fair market.  As competition develops and is relied upon
more, regulation should be phased out.  The convergence of telecommunications, IT and
multimedia raises important questions that require international attention for liberalization
efforts to produce optimum results.

Business action /
observations

Government action required

4. Telecommunications
competition

Telecommunications

Business remains committed to
providing practical information
about appropriate competitive
safeguards.  Business will continue
to call on governments to set and
implement conditions for open and
fair competition.

Business is studying means of
avoiding and settling commercial
disputes between competitors to
provide an alternative to resolution
by regulatory agencies.

Effective implementation of the
WTO agreement on basic
telecommunications is of critical
importance.  In consultation with
business, governments with
experience in telecommunications
liberalization should actively assist
signatory countries that still have to
start this process.  Countries that
have scheduled commitments under
the WTO agreement on basic
telecommunications should review
the extent to which their markets are
fulfilling the agreement, publish
their findings on a regular basis and
work towards the elimination of
MFN exemptions.

The OECD, ITU and WTO – within
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competition (continued) their respective domains - have a
role to play in facilitating such
assistance.

Efforts to promote full
implementation of existing
commitments and seek increased
liberalization for all basic
telecommunications, value-added
and computer and related services
need to continue following the new
round of negotiations launched in
Doha in November 2001.

Business urges WTO members to
include as one of the highest WTO
negotiating priorities in any
accession protocol market opening
commitments in basic telecom
services that at a minimum include:
(1) specifying a date certain for full
liberalization, (2) progressively
removing foreign ownership
restrictions and (3) adopting the
reference paper in its entirety.

Business action /
observations

Government action required

5. IT equipment Business has been a staunch
supporter of the ITA and its
extension to more participants and
products.  It is desirable that IT
products are integrated into
mainstream WTO market access
negotiations in the context of the
Doha negotiating mandate.

Governments should ensure that all
countries have the hardware and
software necessary to deploy and
access the e-business infrastructure
by eliminating duties on all IT
products to fully realize the
objectives of the Information
Technology Agreement, including
commitments at the broadest level
for categories 84, 85, and 90.

To that end, governments should
commit to including these products
in the upcoming market access
negotiation on non-agricultural
products in the course of the new
round of negotiations launched at
Doha.
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Business action /
observations

Government action required

6. Trade-related aspects
of electronic commerce

In response to the WTO's work
programme to examine all trade-
related issues relating to global
electronic commerce, business has
responded in a constructive way by
issuing papers on the trade-related
aspects of electronic commerce.

WTO members should recognize
that specific WTO agreements
governing trade in goods, trade in
services, or trade-related intellectual
property apply to electronic
transmissions.  WTO members
should continue to address the issue
of classification of electronic
transmissions as either goods or
services in their ongoing work
programme ensuring trade treatment
and classification of electronic
transmissions that is as similar as
possible to and no less favorable
than the historical treatment applied
to the underlying good, service or
intellectual property.

Electronic transmissions are blind
with regards to national borders.
Thus, WTO members should agree
to make permanent duty free
treatment of electronic
transmissions.

Continued development of
electronic business requires the
ability to conduct cross-border
transactions.  Negotiations following
the WTO Doha Ministerial
Conference negotiations should
promote the adoption of meaningful
market opening commitments in all
service sectors, especially for all
services that can be delivered via e-
commerce.

With the rapid development of
digital technologies and electronic
services, the need for strong
protection and enforcement of
intellectual property is imperative.
The TRIPS Agreement plays a very
important role insofar as it provides
minimum standards for such
protection and enforcement.
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Business action /
observations

Government action required

7. Trade-related aspects
of intellectual property

Business will work to encourage
all countries to implement
effectively the TRIPS agreement.
Business will also continue to
develop and deploy technologies
that prevent IP infringements in
the online environment.

8. Convergence Businesses are already developing,
providing and using products and
services taking full advantage of
the convergence phenomenon.
These developments are likely to
accelerate.

Convergence of technologies is
leading to the need for concomitant
convergence in regulation of
broadcasting, IT and telecoms.
Convergence is crucial to electronic
business and must be supported by
appropriate government policies.
Governments should work closely
with business in preparing for and
reacting to changes caused by
convergence by applying the
following principles:
• Competition policy should be

used as much as possible as the
predominant means of
preventing abuses of market
power in the
telecommunications and media
sectors.

• Government regulation should
be limited to promoting fair
competition, allocating scarce
resources and protect the public
interest.

• Governments should recognize
that technological neutrality is a
concept to promote competition,
not to extend existing regulation
to new activities.
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Standards

Electronic business offers great economic efficiencies, linking all parts of a transaction into
one integrated end-to-end chain.  Government policies should facilitate interoperability within
an international, voluntary and consensus-based environment for standards setting.  The
market needs a fully interoperable architecture, which is being developed within existing
standards-setting institutions or by market forces.  In addition to enforcing appropriate
competition laws, governments should ensure that standards are accepted by customs,
taxation and other relevant governmental agencies.  Government should refrain from
developing competing standards through procurement mechanisms.  Where market
mechanisms do not respond to government procurement needs, the private sector and
government should work together to develop a responsive, inter-operative interface.

Business action /
observations

Government action required

Standards There are numerous efforts to
develop standards relating to
electronic commerce, including
privacy, electronic signatures, etc.

Standards for electronic business
should continue to be market
driven and industry-led.

Business will continue to work
with all relevant international
standards-making bodies to
develop international standards
that provide added value and are
necessary for the development of
electronic business.

Governments should avoid
mandating unnecessary technical
standards that could be or are being
led by business.
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Internet names and numbers

Because the Internet is rapidly becoming the vehicle for global electronic commerce, the
management of the domain names system is of great importance.

Business action /
observations

Government action required

1. Domain name system Business should have a significant
role in the formation of policy for
technical management of the
domain name system and the
development of policy.  Through
the various Supporting
Organizations of the Internet
Corporation for Assigned Names
and Numbers (ICANN), and in
particular the Business
Constituency of the Domain
Name Supporting Organization
(DNSO), business will continue to
work to ensure continued stability
and security of the Internet, as
well as appropriate protection of
intellectual property.  The
protection of intellectual property
(especially famous names) and
efficient ways of dealing with
cybersquatting remain priority
issues for business.

Governments should
• continue to support ICANN and

its private sector leadership;
• support initiatives to ensure that

the business community will
have a sufficient voice in the
technical management of the
domain name system.
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Building trust for users and consumers

The protection of users, in particular with regard to privacy, confidentiality, anonymity and
content control should be pursued through policies driven by choice, individual
empowerment, industry-led solutions, and will be in accordance with applicable laws.

Business will make available to users the means to exercise choice with respect to privacy,
confidentiality and content control.

Protection of Personal Information

Business action /
observations

Government action required

1. Privacy and
transborder flows of
data

Business endorses the OECD
1980 Guidelines for the protection
of Privacy and Transborder Flows
of Personal Data, and is
committed to implementing fair
information practices and
transparent procedures consistent
with these Guidelines.

Business uses model contracts and
internal control procedures to
satisfy requirements of legislation
restricting export of data to third
countries that do not provide a
level of protection considered to
be adequate or sufficient by the
source country.  The use of model
contracts provides a flexible,
market-based solution for meeting
differing data protection standards
in the conduct of global business.

Governments should adopt a
flexible and responsive approach to
the protection of personal
information, including the
acceptance of self-regulatory
solutions and technological
innovations that empower the user.

Provided the principles in the
OECD Guidelines are met, different
approaches to the protection of
personal information should not
prevent transborder data flows, and
governments should cooperate
internationally to ensure a seamless
environment.  In assessing the level
of protection provided to personal
information in other jurisdictions,
the criterion should be the objective
level of protection afforded by the
system honoured within that
jurisdiction.

Model contracts and codes of
conduct prepared by the private
sector should be endorsed by
relevant governments at the earliest
possible time to promote the free
and secure flow of information.
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Business action /
observations

Government action required

2. Internet privacy Business is committed to work
with governments to ensure non-
discrimination among culturally
different but adequate regimes for
protection of personal information
in the digital environment

Business is developing, based on
global marketplace experience,
fair information practices that are
consistent with the OECD 1980
Guidelines for the Protection of
Privacy and Transborder Flows of
Personal Data.  It does so through
self-regulation, voluntary codes
and by making commercially
available technologies enabling a
high level of privacy protection
tailored to user needs and
preferences.

The use of third-party compliance
schemes is growing rapidly in
response to market forces.  The
rate with which such schemes are
being adopted in some
jurisdictions demonstrates a
strong commitment by the private
sector to embrace consumer
satisfaction as a competitive issue.
Effective self-assessment
programs have been and continue
to be implemented by the private
sector.

Business is continually reviewing
existing self-regulation to ensure
that it takes into account new
technologies and provide effective
and credible privacy protection.

Governments should recognize that
the Internet is a new medium
providing new opportunities and
challenges.  Existing regulatory
systems must provide consumers
with useful protection of their
personal data and at the same time
guarantee the free flow of
information needed for the
information society to produce the
anticipated benefits.  Governments
should also recognize that self-
regulation may be a more flexible
method of achieving data protection
than government regulation.

To that end, governments should:
• work with the private sector to

adopt interpretation of existing
regulatory solutions based on
the criteria in the paragraph
above;

• recognize the validity and
adequacy of effective self-
regulation augmented by the
use of privacy-enhancing
technologies; and

• educate the public to use such
privacy-enhancing technologies
properly.

Any privacy measures taken by
governments should not be more
restrictive than necessary or be
applied in a manner which is a
disguised restriction on trade in
services as set forth in Article XIV
of the GATS.  Current international
initiatives to enhance privacy
protection on a global basis should
be taken into consideration when
assessing the need for such
measures.  They also must not
constitute a means of arbitrary or
unjustifiable discrimination, or a
disguised restriction on trade in
services.
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Consumer trust and content

Within a freely functioning global electronic marketplace, increasingly sophisticated user-
friendly tools and business practices for empowerment of consumers have been and continue
to be developed and implemented. Retail websites offering wide ranges of consumer choice
and providing individualization of the consumer experience are succeeding in gaining
customer support.

By its very nature, online business-to-consumer (B2C) commerce is exponentially more
cross-border in nature, thus potentially subjecting merchant and consumer to problems of
jurisdiction and applicable law whenever a dispute arises.  Effective dispute resolution is an
essential element of consumer trust.  The private sector is developing and implementing
effective self-regulatory mechanisms and governments are contemplating legislative steps to
reduce the risk of conflict.  Governments, business and consumers alike agree that effective
alternative dispute resolution is an efficient and cost-effective means of resolving consumer
disputes.
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Business action /
observations

Government action required

1. Consumer trust Increasingly sophisticated
empowerment tools for
consumers continue to be
developed and implemented to
protect and empower consumers
in a truly global marketplace.

Consumer protection is an
essential element of building trust
in the online environment and is
directly complementary to market
principles of consumer service
and satisfaction. Companies that
safeguard consumer interests
stand to gain a business
advantage.

Business is developing and
deploying policies and
mechanisms that provide
informed consumer choice.

Business is taking the lead in
developing user friendly dispute
resolution mechanisms as a means
of resolving consumer disputes in
a rapid, efficient and cost-
effective way.

Consumer protection should
develop from appropriate
business/consumer platforms.
Business, and interested parties,
should be fully involved in
international discussions to set
policies for consumer protection.

Governments have a major role in
educating and empowering the
public to enhance awareness of
their responsibilities and ability to
exercise choice with respect to their
protection as consumers.

Governments should adopt "opt-
out" procedures as the most
appropriate balance between
consumer trust and choice with
regard to unsolicited commercial
communications, cookies,
directories, etc.  Any other
approach would discriminate
against electronic business vis-à-vis
other communications mechanisms.

Governments should promote a
systematic approach to the
resolution of consumer disputes,
encouraging consumers to;
• make reasonable attempts to

utilize a company's internal
customer satisfaction
mechanisms;

• utilize online alternative
dispute resolution (ADR); and

• if the dispute persists, resort to
legal action.
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Business action /
observations

Government action required

2. Online Alternative
Dispute Resolution
(ADR)

Business and other organizations
should continue to develop and
implement effective B2C ADR
systems which meet certain
minimum standards concerning,
for example, accessibility,
attentiveness, global flexibility,
compliance, and the nature of
decision.  Moreover, they should
have in place workable internal
complaint systems which also
meet certain minimum standards,
in order to reduce the chance of
disputes requiring B2C ADR.
Internal complaint-handling
systems should be timely and
transparent to ease any eventual
outsourcing of a dispute to B2C
ADR should the complaint not be
resolved internally.

ICC in cooperation with the
OECD has completed a
comprehensive inventory of
online and offline dispute
resolution service providers that
handle B2C and C2C disputes
arising out of online transactions.

Governments should refrain from
imposing mandatory national or
regional accreditation systems.
Rather, they should promote the
development of international self-
regulatory principles, guidelines
and rules that could be the basis for
merchants' and B2C ADR
providers' declarations of
compliance.

Governments should promote the
development of globally applicable
B2C ADR systems.

Governments should refrain from
creating obstacles in national
legislation and international
conventions for the innovative use
of technology, including electronic
contracts, to settle business-to-
consumer disputes and eliminate
legal obstacles to allow an
appropriate level of confidentiality
and security in online B2C ADR.
Such legal obstacles include
unnecessary legal form
requirements that hinder the use of
online B2C ADR, and the
requirement for B2C ADR to meet
all the same procedural
requirements as litigation in court.

Governments should provide a
legislative framework for
jurisdiction and applicable law in e-
commerce which recognizes the
importance of B2C ADR systems
for business-to-consumer
transactions.
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Business action /
observations

Government action required

3. Content Technological developments have
had and will continue to have a
profound impact on culture.
However, the emerging digital
environment can provide ample
distribution capacity for all
content, alleviating "competition"
among different types of content.
In addition, the interactivity of the
new technologies enables users to
choose among different types of
content and governments should
not interfere in this personal
decision-making process.

Business continues to develop and
implement voluntary content
rating and filtering technologies to
empower consumers.

Content regulations are based on
different legal and cultural
traditions.  Nevertheless, content
regulations should be kept to a
minimum as they restrict the free
flow of information into the
marketplace of ideas.  Where
content regulations exist, it is the
role of the appropriate law
enforcement authority to enforce
the law.  In the context of
potentially inappropriate, but
otherwise legal content, business
encourages the use of market-
driven solutions, including the
numerous filtering and blocking
technologies rather than restricting
access to such content through
regulation.  Such technologies
empower the consumer to make
informed decisions about the type
of content he/she wants and does
not want to access.

Governments should enforce
existing laws relating to illegal
content.

Any legislation that deals with the
issue of liability should carefully
consider the effect such laws have
on the interests of all stakeholders
in the electronic environment, and,
where clarifying liability rules for
intermediaries, needs to strike a
careful balance between the
legitimate business interests of the
different stakeholders involved,
including content providers, service
providers and end-users.
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Business action /
observations

Government action required

4. Marketing and
advertising ethics

Business in many countries has a
mature system of self-regulatory
complaint mechanisms and
cooperative enforceable self-
regulation for advertising
practices, such as industry or trade
associations, chambers of
commerce, and better business
bureaus.

The concept of business self-
regulation of marketing ethics
continues to evolve to adapt to the
online environment through
international cooperation and
agreement.

As a complement to existing legal
instruments, self-regulatory
guidelines and voluntary industry
norms, such as those developed
by the International Chamber of
Commerce, also play an important
role in promoting high standards
of consumer protection.

Business will continue to improve
upon self-regulatory solutions for
Internet advertising and market
research.  Business is establishing
appropriate international self-
regulatory enforcement
mechanisms for violations of such
best practice rules.

In the borderless global
environment of the Internet,
internationally incompatible
national laws on advertising and
promotions seriously impede cross
border sales.

Governments should support self-
regulation for Internet advertising
at the global level based on the
existing good cooperation between
government agencies and business
self-regulatory bodies for
traditional advertising at the
national level.
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Business action /
observations

Government action required

5. Unsolicited
Commercial
Communications

Business is attempting to
eliminate fraudulent and un-
targeted commercial
communications (spam) and is
working to provide choice relating
to legitimate commercial email.

Governments should distinguish
between fraudulent and untargeted
commercial communications
(spam) and commercial email,
prohibiting spam while recognizing
that commercial email can play a
legitimate and significant role in the
emergence and growth of electronic
commerce.  To that end, an "opt-
out" approach should be adopted as
the most effective means of
balancing consumer trust and
choice for legitimate commercial
email.
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Issues relating to cyber security

Cyber security is essential in promoting trust for both business and consumers.  Three general
activities relating to cyber security are currently part of the public policy debate:

1. Protecting critical information infrastructures to ensure national security and the security
of society at large;

2. Ensuring public safety through law enforcement and fighting cybercrime; and
3. Promoting economic security.

Governments directly, and through regional bodies such as the EU, NAFTA, FTAA and
APEC, have roles to play in the two first areas by securing their own national and regional
networks as part of their critical infrastructure responsibilities, and agreeing on a
comprehensive international law enforcement platform with the private sector and other
stakeholders.  Economic security is largely the domain of the private sector, though a dialogue
with government is essential to build consistency with the first two activities.

The steps that need to be taken to address these three activities include:

• ensuring the confidentiality of personal and business information;
• establishing mechanisms and procedures to prevent security breaches and sufficient

disaster control plans;
• adopting laws necessary to establish malicious acts as criminal; and
• developing appropriate mechanisms for co-operation between business and law

enforcement.

The business community recognizes the efforts made by governments on issues relating to
cyber-security.  The Wassenaar Arrangement has liberalized its export restrictions on mass
market encryption products and other states have liberalized their cryptography policies.  The
OECD is undertaking a review of its Information Security Guidelines.  The Council of Europe
has ratified a convention on cybercrime which signatory states are beginning to implement,
and the G8 has been working on cybercrime and national security issues.  Business looks
forward to continuing to working with governments on these initiatives.

Business action /
observations

Government action required

1. Promotion of
technology and
services development
to ensure security

Business continues to develop and
deploy technology and services
for ensuring security in order to
build trust in electronic
commerce.

Governments should support
private sector leadership in the
development and deployment of
technology solutions and services
and fundamental private sector
research and development relating
to security technology.
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Business action /
observations

Government action required

2. Cryptography for
confidentiality

It is crucial for electronic
commerce that business and end-
users are able to choose the
cryptographic systems that best
suit their needs, and that these
systems can function
internationally. To that end,
business applauds the efforts of
numerous governments to
liberalize their cryptography
policy.

Business is opposed to any
mandatory system based on a
specific technology. Business will
continue to develop and
implement cryptographic products
allowing a high level of
confidentiality.  Business is
prepared to continue to discuss
possibilities to protect law
enforcement and national security.

The OECD cryptography policy
guidelines were an important step
in the direction of a uniform
international approach.  The urgent
need for strong encryption in
electronic commerce necessitates
the next step in this co-operation
between business and government.
Governments must allow electronic
commerce to thrive in a free market
by continuing to remove obstacles
to the use of publicly offered
encryption solutions.

Governments should commit to:
• remove all controls on

cryptographic technologies and
applications; and

• cooperate in such a way that
interoperability of solutions for
internationally secure exchange
of information is facilitated,
independent of their choice of
regulation.

3. Information Sharing Information sharing is an essential
element in enhancing security,
including prevention of security
breaches.  In that regard, business
is working with governments
through Information Sharing and
Analysis Centers (ISACs) which
have been created in the U.S. and
are being established in other
countries.  Moreover, business has
created information sharing and
analysis websites, listserves,
email alerts and other services to
promote information sharing.

Governments should support the
development of ISACs and should
recognize private sector leadership
in protecting the information
infrastructure.
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Business action /
observations

Government action required

4. Cybercrime Business is committed to
cooperating with law enforcement
in a manner consistent with
business realities and therefore
welcomes the current discussions
between governments and
industry regarding cybercrime and
security.  Businesses constantly
develop and deploy measures
designed to ensure the security of
networks and the content residing
on these networks to protect them
from attack.  However,
government action may also be
needed to ensure that the
necessary laws are in place to
make such attacks illegal.

Governments should ensure that the
appropriate legislation and
resources are in place to investigate
and prosecute cyber attacks.

Business recognizes the
improvements in the Council of
Europe Convention on Cybercrime.
As signatories begin to implement
the Convention they should
contemplate:
• preventing conflicting privacy

and security obligations;
• limiting service provider

liability in a manner that
balances the interest of all
interested parties including
copyright owners, service
providers and users

• adopting clear procedural
safeguards;

• providing for reimbursement
for costs of compliance;

• identifying the appropriate
circumstances for corporate
liability;

• maintaining criminalization of
copyright infringements;

• ensuring consistency between
the “misuse of devices
provisions of the Convention
and existing law concerning
“anti-circumvention”.



33

Business action /
observations

Government action required

5. Business monitoring of
its own
communications and
networks

Businesses need to be able to
monitor communications over
their own networks to verify
and/or prove business transactions
and for quality control or training
purposes for the benefit of the
customer.  Some regulatory
initiatives restrict these legitimate
practices.

Businesses need to be able to
monitor traffic flow over their
own networks to ensure that it
conforms to expectations thereby
identifying potential security
attacks.

Governments should ensure that
businesses are entitled to monitor
communications over their own
networks for legitimate purposes
such as the improvement of
customer service, the verification or
proof of a business transaction,
quality control and training, with
the consent of only one party to the
communication.

Governments should ensure that
businesses are entitled to monitor
network traffic flow over their own
networks as a means of enhancing
efficiency and network security.

6. Data Storage
Requirements

Business fully supports
appropriate cooperation with law
enforcement to enhance security,
being mindful of business
realities.

Governments require data for law
enforcement purposes.  Businesses
should be required to preserve data
in their possession only upon
receipt of a subpoena (or written
functional equivalent thereof)
issued by a competent judicial or
administrative authority that
follows appropriate due process, is
narrowly tailored to meet the needs
of a specific investigation or
prosecution, is limited in duration,
and is conducted in an expedited
way.
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Business action /
observations

Government action required

7. Searches and
subpoenas of
computer records

Business recognizes the need for
lawful access to computer records
and co-operates with law
enforcement as appropriate.
However, there is an urgent need
to ensure that law enforcement
practices and policies reflect a
clear understanding of how
computers work, how businesses
use them, and the extent to which
traditional approaches to the
collection of computer records
may unnecessarily impose
significant costs on business.

When requesting, issuing or
executing a search warrant or a
subpoena, government law
enforcement agencies should take
due care to cause the least burden to
the operations of the subject firm,
to respect privacy and
confidentiality requirements, and
not to overstep the territorial scope
of the subpoena or search warrant
by exploiting computer linkages
with sources in other locations.
Law enforcement agencies should
not use the firm's computers to
access or seize information stored
on computers outside their
jurisdiction but rather rely on
existing procedures such as mutual
legal assistance treaties and
legislation.

8. Access to public
domain information

To ensure that the information
business holds is correct and to
promote efficiency and consumer
satisfaction, business needs access
to public domain information to
conduct its transactions.  Business
will develop international
principles, as appropriate, to
guarantee commercial use of
personal information, prevent
liability for the use of public data,
and promote the availability of
such data for legitimate
commercial purposes.

Governments should guarantee
equal and transparent access to
public domain information to
ensure business’ legitimate
interests, whilst recognizing the
need to achieve a balance with the
protection of personal information.

9. Legal government
interception of
telecommunications
and electronic
communications

The development of acceptable
international standards is
important.  Business is concerned
that the wide range of government
organizations devising standards
may lead to inconsistencies.

Discussions that may affect existing
wiretapping safeguards should
include business participation as a
matter of principle.
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Electronic authentication

Electronic signatures*, are important to ensure proper identification of communicating
partners, and authenticity and non-repudiation of messages that they exchange.  For this to be
realized, a number of international actions need to be taken.  Electronic authentication is an
embryonic sector that requires a flexible framework of rules to evolve.  Self-regulation should
be given preference to avoid the lock-in effect of inflexible and potentially incompatible
government regulation.  Many countries are developing, or have already implemented,
electronic signature laws that include rules pertaining to certification services.  Governments
have an important role to play in assuring the legal validity of electronic signatures.

Business action /
observations

Government action required

1. Legal validity of
electronic signatures;
interoperability of
certificates and
electronic signatures

Common definitions and best
practice guidelines for
authentication, and in particular
certification practice have been
published by several business
organizations and will be
continually revised to reflect
business practice.

Governments should implement the
principles on authentication in the
OECD Ottawa Ministerial
Declaration.

                                                                
* The terms “digital signature” and “electronic signature” are often used interchangeably.  This has led
to significant international confusion as to the use of the term.  This topic is not appropriate for an in-
depth discussion in this paper.  We refer interested parties to
http://www.iccwbo.org/home/guidec/guidec.asp or www.ilpf.org/work/ca/draft.htm and related
information sources for further information and definitions.  For the purpose of clarity, the term
“digital signature” as used in this document refers to “a transformation of a message using an
asymmetric cryptosystem such that a person having the ensured message and the ensurer’s public key
can accurately determine: (a) whether the transformation was created using the private key that
corresponds to the signer's public key, and (b) whether the signed message has been altered since the
transformation was made.”  The term “electronic signature” as used in this document refers to “a
signature in electronic form in, or attached to, or logically associated with, a data message, and used
by or on behalf of a person with the intent to identify that person and to indicate that person’s
approval of the contents of the data message.”
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Business action /
observations

Government action required

Legal validity of electronic
signatures; interoperability
of certificates and electronic
signatures (continued)

Business supports freedom of
contract to establish parties' rights
and responsibilities when using
electronic signatures.  Contracts
enable parties to agree on the
acceptance of electronically
signed data and on the terms and
conditions of transactions
(including limitations on liability).
Contracts can also include the
following: methodologies for
enforcing online contracts and
resolving disputes; compelling
public policy considerations such
as public safety and prevention of
fraud issues; and use of
appropriate terms and conditions.

Business looks forward to
working with governments within
relevant bodies in this field.

The private sector should ensure
technical interoperability.  The
legal acceptability of certificates
and electronic signatures, both
within a nation and
internationally, should be
supported by appropriate
government policies.

Government policies should aim to
provide a predictable legal
framework based on the
fundamental concept of freedom of
contract.  They should be non-
discriminatory; technologically and
architecturally neutral; promote
flexibility as to the content, form
and function of certificates and
similar authenticating devices; and
promote competition among
providers of authentication
services.

Rules for evaluating the legal
validity of electronic signatures
should not be written to require
localization, local partners, local
insurance or guarantee schemes,
mutual recognition, or otherwise act
as trade barriers.  Neutral criteria
relating to adequacy should be used
to determine recognition.

Standards for electronic signatures
that are used or recognized by
governments should be technology
neutral, commercially available, not
endorse or favour any particular
solution and should allow for
technological innovation.
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Business action /
observations

Government action required

2. Accreditation The marketplace should rely on
existing trust infrastructures to
provide the equivalence of
accreditation where appropriate.
If and when the accreditation is
considered, the marketplace
should determine whether an
accreditation or certification of
certificate authorities is required.
As electronic business is an
emerging market, the marketplace
may require different kinds or
levels of accreditation or
certification.  Accreditation or
certification may not be required
in every instance.  Those that
undertake the accreditation or
certification of certificate
authorities should be held liable
for their certification actions.
Therefore any accreditation
solution should be developed in
response to a specific market need
and tailored to address a well-
defined requirement.

In order to facilitate electronic
transactions across borders,
governments should enable the
emergence of borderless networks
of certification authorities by
supporting voluntary non-
discrimination agreements.
Governments should not impose
any licensing or other schemes that
could disrupt such non-
discrimination.

3. Availability of
certification practice
statements

Business is developing best
practices for providing adequate
notice to consumers of the
responsibilities of Certification
Authorities.  Business is
developing innovative services
and technologies to provide easy
access to notices of these
responsibilities.

Governments should facilitate the
emergence of borderless networks
of certification authorities by
supporting mutual recognition
agreements.  Governments should
not impose any licensing schemes
that could disrupt such mutual
recognition.  If required,
accreditation should be voluntary,
based on internationally recognized
best practices.
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Establishing ground rules for the digital marketplace

Contractual and other legal issues

Freedom of contract must prevail as the underlying principle of all efforts to create an
appropriate legal environment for business-to-business transactions.  Governments can
support electronic commerce by enabling electronic contracting and by facilitating the legal
recognition of digitally authenticated documents and contracts.  Governments should avoid
prescriptive and detailed legislation in these areas and ensure the development of facilitating
legislation, which may assist the private sector in developing self-regulatory solutions.

Business action /
observations

Government action required

1. Removing
legal/regulatory
obstacles

Traditional self-regulatory
solutions for international trade
are continually being adapted to
new business practice.

The global business community is
analyzing existing legal and
policy barriers to the digital
marketplace, and will make
recommendations where
appropriate.

Business is developing
technologies and procedures that
enable the creation and
determination of electronic
"originals".

Countries should implement the
UNCITRAL Model Law on Electronic
Commerce, which provides for a
particular country to address issues
specific to its jurisdiction, as soon as
possible.

UNCITRAL is currently considering
work on removing barriers to
electronic contracting.  Some
international conventions need to be
adapted (UN-ECE has published an
analysis of international work to be
done).  The good cooperation that
exists among private and public sector
international legal expert bodies
should be a model for future
cooperation between business and
governments with respect to electronic
business.



39

Business action /
observations

Government action required

2. Create a new
uniform legal
framework

Through various private-sector
trade promotion and facilitation
organizations, a framework of
self-regulatory rules for electronic
business is evolving.  In general,
market forces should lead but
business acknowledges that for
some key issues there is no self-
regulatory substitute for a reliable
legal framework to provide
certainty and confidence in
electronic business.

Governments should continue to work
at the international level to create a
coherent legal framework to enable
electronic business.

3. Jurisdiction and
applicable law

Business will work with
governments to find solutions to
the problems associated with
determining jurisdiction and
applicable law in cyberspace.
Alternative dispute resolution
mechanisms and third-party
schemes for compliance with self-
regulation are being developed by
existing and new types of
providers of dispute avoidance
and resolution.

Freedom of contract should be the
guiding principle for business-to-
business (B2B) and business-to-
consumer (B2C) relationships.

Governments should avoid expansive
claims of jurisdiction in the B2B
context by applying principles of
country of origin and party autonomy
and allowing self-regulation to
demonstrate its efficacy.

The Hague Conference is currently
negotiating a Convention on
Jurisdiction and the Enforcement of
Foreign Judgements in Civil and
Commercial Matters.  Given the
jurisdictional complexities raised by
electronic commerce and the lack of
consensus among stakeholders on
many jurisdictional issues,
governments should limit the scope of
the convention to business-to-business
contractual activities with strong party
autonomy.

Governments should rely on voluntary
business self-regulatory practices and
market pressures to develop more
flexible and balanced solutions.

The use of alternative dispute
resolution for consumers should be
encouraged while maintaining court
proceedings as the ultimate solution in
case of unresolvable conflicts.
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Business action /
observations

Government action required

4. Incorporation by
reference

In electronic business, terms of
legal significance will
increasingly be incorporated into
contracts by reference.  Business
will continue to develop more
effective, transparent and user-
friendly delivery mechanisms for
the full definitions of such terms.

Governments should continue work on
basic international principles for legal
validity of incorporation by reference
for all kinds of transactions.  These
rules should aim to provide certainty
for all parties to electronic business
transactions.

5. Transparency &
availability of
proprietary & best
practice legal
terms, model
contracts, etc.

Online legal databases with user-
friendly reference systems are
being made available for use by
parties conducting online
transactions.

Governments are encouraged to
promote such business-driven
repositories and to contribute public
legal terms and instruments to them.

6. Dispute settlement Speed and expertise in settling
electronic business disputes are
important.  Providers of alternate
dispute settlement systems are
implementing and continue to test
tailor-made voluntary systems
appropriate for the settlement of
online disputes.

Governments should encourage the use
of self-regulatory dispute settlement
mechanisms as an effective way of
resolving electronic business disputes.
Courts should urgently develop
electronic business expertise.

7. Fraud and other
commercial crime

Business will continue to advise
governments on appropriate
action to combat electronic
business fraud.  Specialized
business organizations will
continue to provide information
on fraud and fraudsters to the
business community and, where
appropriate and under adequate
confidentiality arrangements, to
law enforcement.

Special business organizations are
already investigating and will
continue to investigate cybercrime
cases.

Criminal laws, courts and enforcement
agencies should develop more
expertise to deal with electronic
business fraud and computer crime.
When applying national criminal laws,
government should take into
consideration the global nature of
electronic business.  Close cooperation
among governments and between
governments and business is vital in
this process.

Electronic authentication techniques
are important for users to protect
themselves against fraud.  Their legal
validity should be addressed as soon as
possible.
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Business action /
observations

Government action required

8. Liability Business will review general
questions of liability in electronic
business and submit its findings to
relevant governmental
organizations.

Freedom of contract should be the
guiding principle.  Governments
should avoid creating liability rules
that can impede the advancement of
electronic business and should work
with business to identify areas where
liability rules are required.
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Taxation and tariffs

Tax and tariff policy will be instrumental in determining whether the vast potential of global
electronic business can be realized.  The development of electronic business is a change in the
way in which international business is conducted and requires a fundamental review of tax
policies and laws, which have their origins in traditional, off-line commerce.  Fundamentally,
however, electronic business should compete with traditional commerce on a level playing
field.  Tax systems should not interfere with the operation of a market economy.  A global
perspective is required when addressing this subject, as electronic commerce cuts across
national boundaries to a greater degree than traditional forms of business.  Therefore,
consistent taxation approaches at the international level are absolutely critical to ensure the
effectiveness of tax treatment in the digital economy and the avoidance of double taxation.

Similar income should be treated equally in terms of direct and indirect tax requirements,
regardless of whether it is earned through electronic means or through traditional channels of
commerce.  Electronic business however should not be the target of new and discriminatory
taxes.  The application of existing taxation on electronic commerce should be governed by the
principles of tax neutrality and fairness.

Many taxation issues are not new or unique to electronic commerce but have already
developed in conventional business transactions, which increasingly relies on new modes of
communications and increasingly crosses national borders.  The mode of doing business
through electronic means may add new layers of difficulty but does not create a new problem.
Any legal obligations should not be restricted to electronic business but should apply equally
to conventional business as well.

The request for a tariff-free zone for electronic transmissions is based on a long tradition of
reducing or eliminating barriers (such as customs duties) to international trade.  Lowering
trade barriers, including tariffs, is one of the most obvious means of encouraging international
trade as well as global electronic business.
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Business action /
observations

Government action required

1. Customs duties Business is working with
governments to ensure that the
international trading system is as
free as possible from barriers to
trade, including custom duties.

Commitments in this area make
the business environment stable
and predictable and give business
a clearer view of their future trade
opportunities.  With stability and
predictability as part of the
multilateral trading system, trade
increases, investment is
encouraged, jobs are created, and
consumers can enjoy the benefits
of competition -- choice and
lower prices.

The WTO May 1998 Moratorium on
Customs Duties on Electronic
Transmissions recognizes that cross-
border electronic transmissions are not
now considered imports subject to
customs duties or border controls.
There are no customs duties or border
controls on telephone calls across
borders; there are no customs duties or
border controls on fax messages; and,
there are no customs duties or border
controls on email or computer links.

At the 2001 WTO Doha Ministerial
Conference, members agreed to
maintain their current practice of not
imposing customs duties on electronic
transmissions until the next Fifth WTO
Session.  For stability and
predictability in international trade in
the 21st Century, WTO members
should make permanent the duty-free
treatment of electronic transmissions
and should consider in their ongoing
work programme on electronic
commerce to move beyond a
temporary commitment to a permanent
one.
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Business action /
observations

Government action required

2. Taxation Business strongly supports the use
of partnership working groups
between business and government
– such as the OECD Technical
Advisory Groups - to address the
numerous taxation issues relating
to electronic business.

Business is working with tax
authorities to open this process
broadly to interested business
participants.  We believe that to
ensure the widespread support of
the business community, even
greater openness is called for to
ensure timely and valuable input
by those in the business
community who have much to
offer this process.

We also heartily endorse efforts to
seek a truly international
consensus on these taxation issues

Governments should work with
industry in international fora such as
the OECD Technical Advisory
Groups.  There should be no additional
taxes, such as usage or bit taxes.
Future taxation policy on electronic
business should:

• be consistent with the principles of
international taxation;

• be neutral with regard to other
forms of commerce;

• be consistent across tax
jurisdictions;

• avoid double taxation;
• minimize compliance costs; and
• be transparent, predictable and

with simple rules to follow.

Applying existing taxation principles
in the electronic medium must also be
built upon tools that businesses already
use or are required to develop to meet
their market needs - it is only in this
way that high tax compliance can be
sustained with the least burden, and the
fewest economic distortions.
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Trade facilitation and customs modernization

For business to use fully the benefits of electronic commerce, documentation in electronic
form should not be denied legal acceptability solely on the grounds that it in digital form.  The
handling of customs documentation, for example, will be both faster and more cost effective
if it can be made in electronic form.  The legal acceptability of auditing records and receipts
in electronic form from electronic business transactions are other examples of modernization
that can substantially reduce costs and facilitate and promote electronic trade.

Business action /
observations

Government action required

1. Private/public
sector interface

Business and governments should
work together to ensure
compatibility between standards
at appropriate interfaces.

Work on customs data requirements is
under way in the WCO and the G7.  In
other fields, there does not seem to be
an organized effort to harmonize
requirements.  OECD would be an
appropriate forum to address interface
issues relating to taxation.

2. Customs
modernization

Business is keen to continue to
cooperate with governments within
the World Customs Organization
(WCO) and WTO on issues relating
to customs modernization.
Business will also continue to work
with and advise customs authorities
on issues relating to electronic
business.

To enable businesses and consumers to
reap the benefits of electronic
commerce, governments should work
through the WCO and WTO to
enhance the efficiency and
transparency of customs procedures
through the use of information
technologies.

Governments have an important role to
play in addressing questions of trade
policy and assuring the legal validity
of documents in digital form.
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Business action /
observations

Government action required

3. Capacity building Business is looking forward to
working with governments to
offer advice on how to coordinate
capacity building efforts in
developing countries' customs
administrations.  Business can do
this by sitting on advisory
committees created to formulate
capacity building strategies.

Strengthening and streamlining the
trade facilitation environment in all
countries will require capacity building
in a number of developing countries;
governments should examine existing
programs of assistance and conduct a
needs assessment to develop an
assistance plan to improve the basic
facilitation environment of all
countries.

This can be a collaborative effort with
such organizations as the World Bank,
the IMF, the WCO and the United
Nations Conference on Trade and
Development (UNCTAD).
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Intellectual property

Adequate protection of intellectual property rights in intangible assets in cyberspace is a top
priority.  This should be achieved through a balanced approach that protects both the rights of
content providers and the interest of various other stakeholders in the digital networked
environment.

Business action /
observations

Government action required

1. Copyright and
neighbouring
rights

Technology is being developed to
better track and protect
copyrighted materials, and
manage rights.  Business is in
dialogue with governments to
ensure that copyright (including
neighbouring rights) regimes are
applied to the digital environment
in a manner that promotes
electronic commerce while
protecting intellectual property
rights.

Business sectors are committed to
cooperating to prevent, deter and
respond to infringements that take
place over digital networks,
including the implementation of
technical protection measures; the
development of marketplace
solutions such as licensing;
cooperation with law
enforcement; and refining
procedures for promptly
responding to notification or facts
and circumstances from which
infringing activity is apparent.

Business will continue to provide
information on the intellectual
property implications of new
technology.

WIPO adopted the Copyright and the
Performances and Phonograms
Treaties in December 1996.
Governments should now move
promptly to ratify and implement these
treaties, taking into account the
challenges and opportunities of the
digital environment. The goal must be
the establishment of a balanced and
realistic framework of accountability
that respects international norms;
provides incentives for increased inter-
industry cooperation to deter and
respond to infringements; promotes
responsible business practices; does
not impose unreasonable burdens on
intermediaries; and preserves an
appropriate role for courts.  Any
legislation that deals with the
applicability of copyright infringement
liability rules should carefully examine
how these rules apply to all
stakeholders in the digital networked
environment.  Any framework that
provides for limitations on liability for
service providers should be restricted
to damages and other monetary relief.

Governments should consider further
measures to secure property rights in
the digital networked environment,
including filling the gaps in protection
for producers and performers of sound
recordings left by the Performances
and Phonograms Treaty.
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Business action /
observations

Government action required

2. Trademarks Business has highlighted the
problems raised by the
discrepancy between the national
scope of trademark laws and the
international nature of electronic
commerce and will work with
WIPO to examine possible
solutions.  (See also Domain
name system under Internet
governance above).

Governments should work together at
the international level in WIPO to
ensure that national differences in
trademark law and policy do not
impede the trademark owner’s ability
to exploit and protect their trademarks
in cyberspace.

3. Databases Business is contributing to
WIPO’s work on this issue.

Governments should ensure that any
rights over databases should balance
the interests of the creators of
databases and the need to ensure the
flow of and access to information.

Governments should continue to work
through WIPO towards adequate
protection of intellectual property in
databases.
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About the Alliance for Global Business

The Alliance for Global Business (AGB, “the Alliance”) is a coordinating mechanism of
leading international business organizations created to provide private sector leadership on
information society issues and electronic commerce.  Jointly, these organizations represent
the bulk of electronic commerce in almost all countries in the world.  The coalition represents
a diverse cross section of business in over 140 countries.  Membership includes providers and
users of information technology, large multinational enterprises and small start-ups, and
companies in developing as well as developed economies.

The AGB's founding members are:

BIAC – Business and Industry Advisory Committee to the OECD
www.biac.org

The Business and Industry Advisory Committee to the OECD (BIAC) is the voice of business
from the economically advanced democratic nations of the world.  Recognized by the OECD
since 1962 as its business advisory counterpart, BIAC has the mission of ensuring that the
OECD hears a broad-based, considered business advice on all sectors of activity that it
embarks upon.  BIAC's membership consists of the principal industrial and employers'
organizations of the OECD Member countries.  These represent the majority in terms of
employment, output, assets and investment by the private sector in the advanced market
economies.  Over the years BIAC, its member organizations, and their member companies
have been deeply involved in the work of OECD on information and communications and
electronic commerce, through direct participation in OECD committees as observer and by
providing technical and policy advice to various processes that develop OECD instruments
such as the 1980 “Privacy Guidelines”, the 1997 Cryptography Guidelines or more recent
work on Information security.

GIIC - Global Information Infrastructure Commission
www.giic.org

The Global Information Infrastructure Commission (GIIC) is a confederation of chief
executive officers of business firms that develop and deploy, operate, rely upon, and finance
information and communications technology infrastructure facilities.  Together as GIIC
commissioners, these executives are dedicated to providing private sector leadership to speed
the spread of information infrastructure throughout the world.  The GIIC was established
during a 1995 Group of Seven (G7) meeting in Brussels at which the political heads of the
world's leading national economies formally and for the first time acknowledged the
transforming forces of computer and telecommunications technologies, i.e., the emergence of
an “information society”.  In doing so, the heads of state challenged business leaders to unite
in the promotion of public policies and information technology applications likely to spur
needed private sector investment in public communications infrastructure facilities.
Commissioners of the GIIC come from developed nations, emerging markets, and less
developed countries.  The GIIC carries out its work in a variety of ways: by preparing and
disseminating papers on public policy topics and promising information and communications
technology applications (most particularly e-commerce); publishing a quarterly journal;
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conducting outreach programs throughout the world; disseminating e-mail advisories;
sponsoring meetings; informally meeting with representatives of national government
communications ministries; and collaborating with other organizations.  If there is a hallmark
event on the GIIC calendar it is the organization's annual forum.  Each year the site of the
forum shifts from the Americas, Europe-Africa, and Asia-Pacific regions.

ICC - International Chamber of Commerce
www.iccwbo.org

ICC is the world business organization.  With corporate and business organization
membership in more than 130 countries, it is the only representative body that speaks with
authority on behalf of enterprises from all sectors in every part of the world.  Founded in
1919, ICC's purpose is to promote an open international trade and investment system and the
market economy worldwide.  Its rules for international trade transactions and trade finance are
accepted globally by traders, governments and judges.  The ICC International Court of
Arbitration is the world's leading institution of its kind.  ICC brings together executives and
experts from all sectors of business to establish the business stance on broad issues of trade
and investment policy as well as on vital technical or legal subjects.  ICC's broad framework
of rules for international trade and commerce evolves continuously to take into account
changes in business practice.  ICC has issued best practice rules for electronic business since
the 1980s and continues to harmonize business rules and practices to meet the needs of the
networked economy.

ICC’s Commission on E-Business, I.T. and Telecoms is made up of business leaders and
experts drawn from the ICC membership of companies of all sizes in more than 35 countries.
This Commission establishes key business positions, policies and practices, creates rules and
tools for trustworthy electronic business, and an industry interface with all the relevant
intergovernmental organizations.

INTUG - International Telecommunication Users Group
www.intug.int

INTUG is an international association of users of communications technology and
applications.  It has an extremely wide constituency.  Founded in 1974, it has its Secretariat in
Brussels where it is registered as an international non-profit organization.  It meets in plenary
session four times a year.  Members include national users groups which represent the
interests of users in Europe, the Americas, Asia-Pacific and Africa.  Associate and individual
members come from major multinational enterprises, academia, law and other relevant
industry sectors.  Many of INTUG’s member groups have been particularly successful in their
interaction with national government policy makers; also in regional economic policy forums.
INTUG itself promotes the interests of all users at the international level and ensures that the
voice of the user is clearly heard whenever communications policy issues are addressed.  Its
Special Interest Group on Y2K issues has been extremely active and was a specific focus of
the INTUG meeting in Brussels in June 1998.
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WITSA - World Information Technology and Services Alliance
www.witsa.org

The World Information Technology and Services Alliance (WITSA) is a consortium of The
World Information Technology and Services Alliance is a consortium of 46 information
technology (IT) industry associations from economies around the world.  As the global voice
of the IT industry, WITSA is dedicated to advocating policies that advance the industry's
growth and development; facilitating international trade and investment in IT products and
services; strengthening WITSA's national industry associations through the sharing of
knowledge, experience, and critical information; providing members with a vast network of
contacts in nearly every geographic region of the world; and hosting the World Congress on
IT, the only industry sponsored global IT event.  Founded in 1978 and originally known as the
World Computing Services Industry Association, WITSA has increasingly assumed an active
advocacy role in international public policy issues affecting the creation of a robust global
information infrastructure

The WITSA Secretariat is currently hosted by the Information Technology Association of
America (ITAA).  For more information about ITAA, please visit its web site at
http://www.itaa.org.
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